Abstract. Electronic crime is very difficult to investigate and prosecute, mainly due to the fact that investigators have to build their cases based on artefacts left on computer systems. Nowadays, computer criminals are aware of computer forensics methods and techniques and try to use countermeasure techniques to efficiently impede the investigation processes. In many cases investigation with such countermeasure techniques in place appears to be too expensive, or too time consuming to carry out. Often a case can end up being abandoned and investigators are left with a sense of personal defeat. The methodologies used against the computer forensics processes are collectively called Anti-Forensics. This paper explores the anti forensics problem in various stages of computer forensic investigation from both a theoretical and practical point of view.
Introduction
Locard's principle states that when a crime is committed, there is a cross-transfer of evidence between the scene and perpetrator [1] . In the digital world, evidence resides mainly on computer hard drives in the shape of files, logs, or any other artefacts depicting pertinent activity. Projecting Locard's principle into the cyber world an understanding of the correlation between such types of evidence, the times when particular events took place and the users who committed those actions can be reached. The main task of computer forensic investigators is to reveal and connect these three facts into one coherent statement revealing the whole nature of the particular action. On the contrary, the main aim of computer anti-forensics is to hide or alter electronic evidence so that it cannot be used in legal proceedings or it is too costly and time consuming to retrieve and examine. Computer anti-forensics methodologies vary and can be applied so they can contaminate any stage of the computer investigation process. Whilst most of the techniques are used directly against computer forensic tools, some of these methodologies can be used for quite legitimate reasons. Encryption for example can be used to protect company assets; digital watermarking can be used to prevent copyright infringement in digital imaging. Conversely, these techniques, if applied against computer forensics, could potentially hide crucial data from investigators.
Many authors have discussed computer anti-forensic techniques and have hailed them as very efficient ones. However, very little practical work has been done in this area in terms of testing those techniques and practically evaluating their efficiency and effectiveness. The main aim of this research is to identify the most known computer anti-forensic techniques and test practically them against computer forensic software. The key question to be addressed is whether computer anti-forensics can hinder the investigation process and prevent real artefacts being discovered and being admissible in the legal process? The work presented here is based on the experimental part of the first author's MSc dissertation.
Computer Forensics Methodologies versus Anti-forensics
To efficiently test those techniques, it is necessary to identify the stages of computer forensic processes where investigators follow clear and well defined procedures [2] . At every stage different computer forensic methodologies have been used and various anti-forensic techniques have been applied against these methodologies.
Stage One -Elimination of Source
Preservation of data process relies on the securing of all data found on an inspected drive irrespective of its pertinence to an investigation. At this stage the main task is to only acquire an identical image of the analysed media.
One of the main methods which could be applied in this task is to prevent pertinent data being preserved. One of the easiest and most efficient methods would be to block the access to the media; however when investigators have permission to investigate it, such a move is not possible. Therefore the next sensible option is the elimination of a source [3] . Like most of counter-forensic techniques these methodologies can be applied only before image acquisition.
The easiest method of elimination of a source is simply a disabling tool responsible for creation of source. This could be, for example, done by various modifications of computer settings and registry. Operating system will stop logging users' activity and so. If a user performed a particular action, this would be automatically hindered. An example of this can be the editing of an operating system group policy, in this way the system will not log a visited website in the browser's history [4] .
The next method of elimination of a source is log and disk wiping. This method relies on the deletion process, where special tools need to be applied in order to "safely" delete traces of data from any places on the hard drive. This should include all entries on HDD incl. all MFT entries and its attributes, orphan files and so forth. Previous research in this area has revealed that not all programs claimed to be anti-forensic can efficiently delete all traces of data [5] . Similar experiment was used to check whether a new set of tools available in 2008 were more efficient than those applied in 2005.
